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LILO is a versatile boot loader for Linux. It does not depend on a specific file system, can boot Linux kernel
images from floppy disks and from hard disks and can even act as a “boot manager” for other operating
systems.!

One of up to sixteen different images can be selected at boot time. Various parameters, such as the root
device, can be set independently for each kernel. LILO can even be used as the master boot record.

1pC/MS-DOS, DR DOS, 0S/2, Windows 95, Windows NT, 386BSD, SCO UNIX, Unixware, ...



This document introduces the basics of disk organization and booting, continues with an overview of common
boot techniques and finally describes installation and use of LILO in greater detail. The troubleshooting
section at the end describes diagnostic messages and contains suggestions for most problems that have been
observed in the past.

Please read at least the sections about installation and configuration if you're already using an older version
of LILO. This distribution is accompanied by a file named INCOMPAT that describes further incompatibilities
to older versions.

For the impatient: there is a quick-installation script to create a simple but quite usable installation. See
section 4.1.2 for details.

But wait ... here are a few easy rules that will help you to avoid most problems people experience with
LILO:

e Don’t panic. If something doesn’t work, try to find out what is wrong, try to verify your assumption
and only then attempt to fix it.

e Read the documentation. Especially if what the system does doesn’t correspond to what you think it
should do.

e Make sure you have an emergency boot disk, that you know how to use it, and that it is always kept
up to date.

e Run /sbin/lilo whenever the kernel or any part of LILO, including its configuration file, has
changed. When in doubt, run it. You can’t run /sbin/1ilo too many times.

o If performing a destructive upgrade and/or erasing your Linux partitions, de-install LILO before that
if using it as the MBR.

e Don’t trust setup scripts. Always verify the /etc/lilo.conf they create before booting.

e If using a big disk, be prepared for inconveniences: you may have to use the linear option.



System overview

LILO is a collection of several programs and other files:

The map installer is the program you run under Linux to put all files belonging to LILO at the appropriate
places and to record information about the location of data needed at boot time. This program normally
resides in /sbin/lilo. It has to be run to refresh that information whenever any part of the system
that LILO knows about changes, e.g. after installing a new kernel.

Various files contain data LILO needs at boot time, e.g. the boot loader. Those files normally reside in
/boot. The most important files are the boot loader (see below) and the map file (/boot/map), where
the map installer records the location of the kernel(s).? Another important file is the configuration file,
which is normally called /etc/lilo.conf

The boot loader is the part of LILO that is loaded by the BIOS and that loads kernels or the boot sectors
of other operating systems. It also provides a simple command-line interface to interactively select the
item to boot and to add boot options.

LILO primarily accesses the following parts of the system:

The root file system partition is important for two reasons: first, LILO sometimes has to tell the kernel
where to look for it. Second, it is frequently a convenient place for many other items LILO uses, such
as the boot sector, the /boot directory, and the kernels.

The boot sector contains the first part of LILO’s boot loader. It loads the much larger second-stage
loader. Both loaders are typically stored in the file /boot/boot.b

The kernel is loaded and started by the boot loader. Kernels typically reside in the root directory or in
/boot.

Note that many of the files LILO needs at boot time have to be accessible with the BIOS. This creates
certain restrictions, see section 1.3.1.

2LILO does not know how to read a file system. Instead, the map installer asks the kernel for the physical location of files
(e.g. the kernel image(s)) and records that information. This allows LILO to work with most file systems that are supported
by Linux.



1 Introduction

The following sections describe how PCs boot in general and what has to be known when booting Linux and
using LILO in particular.

1.1 Disk organization

When designing a boot concept, it is important to understand some of the subtleties of how PCs typically
organize disks. The most simple case are floppy disks. They consist of a boot sector, some administrative
data (FAT or super block, etc.) and the data area. Because that administrative data is irrelevant as far as
booting is concerned, it is regarded as part of the data area for simplicity.

Boot sector

Data area

The entire disk appears as one device (e.g. /dev/£d0) on Linux.
The MS-DOS boot sector has the following structure:

0x000 | Jump to the program code
0x003

Disk parameters

0x02C/0x03E
Program code

0x1FE | Magic number (0xAA55)

LILO uses a similar boot sector, but it does not contain the disk parameters part. This is no problem for
Minix, Ext2 or similar file systems, because they don’t look at the boot sector, but putting a LILO boot
sector on an MS-DOS file system would make it inaccessible for MS-DOS.

Hard disks are organized in a more complex way than floppy disks. They contain several data areas called
partitions. Up to four so-called primary partitions can exist on an MS-DOS hard disk. If more partitions
are needed, one primary partition is used as an extended partition that contains several logical partitions.

The first sector of each hard disk contains a partition table, and an extended partition and each logical
partition contains a partition table too.

Partition table /dev/hda
Partition 1 /dev/hdal
Partition 2 /dev/hda2

The entire disk can be accessed as /dev/hda, /dev/hdb, /dev/sda, etc. The primary partitions are
/dev/hdal ... /dev/hda4.



Partition table /dev/hda

Partition 1 /dev/hdail
Partition 2 /dev/hda2
Extended partition /dev/hda3
Extended partition table
Partition 3 /dev/hdab
Extended partition table
Partition 4 /dev/hda6

This hard disk has two primary partitions and an extended partition that contains two logical partitions.
They are accessed as /dev/hda5 ...

Note that the partition tables of logical partitions are not accessible as the first blocks of some devices, while
the main partition table, all boot sectors and the partition tables of extended partitions are.

Partition tables are stored in partition boot sectors. Normally, only the partition boot sector of the entire
disk is used as a boot sector. It is also frequently called the master boot record (MBR). Its structure is as
follows:

0x000

Program code
0x1BE Partition table
0x1FE | Magic number (0xAA55)

The LILO boot sector is designed to be usable as a partition boot sector. (I.e. there is room for the partition
table.) Therefore, the LILO boot sector can be stored at the following locations:

e boot sector of a Linux floppy disk. (/dev/£d0, ...)
e MBR of the first hard disk. (/dev/hda, /dev/sda, ...)
e boot sector of a primary Linux file system partition on the first hard disk. (/dev/hdal, ...)

e partition boot sector of an extended partition on the first hard disk. (/dev/hdal, ...)?
It can’t be stored at any of the following locations:

e boot sector of a non-Linux floppy disk or primary partition.
e 3 Linux swap partition.
e boot sector of a logical partition in an extended partition.*

e on the second hard disk. (Unless for backup installations, if the current first disk will be removed or
disabled, or if some other boot loader is used, that is capable of loading boot sectors from other drives.)

3Most FDISK-type programs don’t believe in booting from an extended partition and refuse to activate it. LILO is ac-
companied by a simple program (activate) that doesn’t have this restriction. Linux fdisk also supports activating extended
partitions.

4LILO can be forced to put the boot sector on such a partition by using the -b option or the boot variable. However, only
few programs that operate as master boot records support booting from a logical partition.



Although LILO tries to detect attempts to put its boot sector at an invalid location, you should not rely on
that.

1.2 Booting basics

When booting from a floppy disk, the first sector of the disk, the so-called boot sector, is loaded. That
boot sector contains a small program that loads the respective operating system. MS-DOS boot sectors also
contain a data area, where disk and file system parameters (cluster size, number of sectors, number of heads,
etc.) are stored.

When booting from a hard disk, the very first sector of that disk, the so-called master boot record (MBR)
is loaded. This sector contains a loader program and the partition table of the disk. The loader program
usually loads the boot sector, as if the system was booting from a floppy.

Note that there is no functional difference between the MBR and the boot sector other than that the MBR
contains the partition information but doesn’t contain any file system-specific information (e.g. MS-DOS
disk parameters).

The first 446 (0x1BE) bytes of the MBR, are used by the loader program. They are followed by the partition
table, with a length of 64 (0x40) bytes. The last two bytes contain a magic number that is sometimes used
to verify that a given sector really is a boot sector.

There is a large number of possible boot configurations. The most common ones are described in the following
sections.

1.2.1 MS-DOS alone

Master Boot Record Boot sector Operating system
DOS-MBR —— MS-DOS ———— COMMAND.COM

This is what usually happens when MS-DOS boots from a hard disk: the DOS-MBR determines the active
partition and loads the MS-DOS boot sector. This boot sector loads MS-DOS and finally passes control to
COMMAND . COM. (This is greatly simplified.)

1.2.2 LOADLIN

Master Boot Record Boot sector Operating systems
DOS-MBR —— MS-DOS —— COMMAND.COM
— LOADLIN ——— Linux

A typical LOADLIN setup: everything happens like when booting MS-DOS, but in CONFIG.SYS or
AUTOEXEC.BAT, LOADLIN is invoked. Typically, a program like BOOT.SYS is used to choose among con-
figuration sections in CONFIG.SYS and AUTOEXEC.BAT. This approach has the pleasant property that no boot
sectors have to be altered.

Please refer to the documentation accompanying the LOADLIN package for installation instructions and
further details.

1.2.3 LILO started by DOS-MBR

Master Boot Record Boot sector Operating system
DOS-MBR —— LILO ———— Linux
— other OS

This is a “safe” LILO setup: LILO is booted by the DOS-MBR. No other boot sectors have to be touched.
If the other OS (or one of them, if there are several other operating systems being used) should be booted
without using LILO, the other partition has to be marked “active” with fdisk or activate.



Installation:

e install LILO with its boot sector on the Linux partition.
e use fdisk or activate to make that partition active.

e reboot.
Deinstallation:
e make a different partition active.

e install whatever should replace LILO and/or Linux.

1.2.4 Several alter ate ra e

aster oot ecord oot sector Operatin s stems
S S S
S S
n extended orm o the above setup: the is not chan ed and both branches can either boot Linux or

DO . LILO could also boot other operatin s stems.

1.2. tarte
aster oot ecord oot sector Operatin s stem
other O
ere the is replaced b or an other interactive boot partition selector and the choice

between Linux and the other operatin s stem s can be made at boot time. his approach should be used
i LILO ails to boot the other operatin s stem s .

Installation:

e boot Linux.

e make a backup cop o our ona opp disk e. .

e install LILO with the boot sector on the Linux partition.

e install as the e. .

e reboot.
Deinstallation:

e boot Linux.

























































































































